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WiFi Specifications 

The Aura device, like many IoT devices, requires a WiFi network of 2.4 GHz, one that does 
not have a firewall enabled, and lastly, a WiFi that is in range. 

A device that is having an issue connecting to your local WiFi network can point at a few 
issues: 

1. The router is too far away from the device. 
2. The network is not 2.4 GHz. 

3. A firewall is enabled. 

The best way to verify your device's connectivity is to connect it to your Mobile Hotspot. 

To learn more: 

Supported Specifications Aura Device 

Dynamic IP (DHCP) ✓ 

WPA/WPA2 support  

Min 8-character WiFi Password for security 
purposes 

✓ 

2.4 GHz ✓ 
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Special Wi-Fi Considerations 
 
The following features are not supported: 
 

• 5 GHz is not supported. 
• Captive portals (where you are redirected to a web page to agree to terms of service 

or enter an authorization code) are not supported. This is common in hotels and 
corporate public networks. 

• Wi-Fi networks that are 802.11 n only (do not support 802.11 b or g as well) are not 
supported on the Aura device. 

• Setting up an Aura device with WEP encryption is not recommended, as WEP is not 
secure. 

• IPv6 is not supported. 
• WPA2 Enterprise is not supported. 
• Please note that our devices do not support 40MHz wide band channels. 

 
Firewalls 
 
The Aura device connects to TCP Port 5683 (CoAP), outbound. 
Please ensure that any firewalls active on your network are not blocking Aura's servers. 
If you are connecting from a restrictive network that does not allow outbound TCP access 
on Port 5683, you may need to allow-list these IP addresses or allow access based on the 
device's MAC address. 
 

IP Address IP Address IP Address IP Address IP Address 

3.92.116.83 3.214.233.135 3.216.239.14 3.225.178.96 3.226.200.156 

3.228.52.152 3.229.48.190 3.230.53.201 3.230.94.67 18.207.91.87 

18.215.131.110 23.23.9.20 34.195.89.106 34.233.110.230 35.171.39.5 

52.1.233.8 52.2.199.5 54.86.95.155 54.89.85.128 54.208.229.4 
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